Random bit generators (RBGs) are used in computer-based numerical integration, simulations and, above all, cryptography. Software RGBs use an algorithm with an initial value, or seed, while hardware RBGs, intrinsically more secure, output random numbers by taking measurements of some unpredictable physical phenomenon.
ter, are a good example. Half will be reflected and half transmitted, but the outcome in each instance is completely unpredictable.
While this kind of RBG has been used in the past, 1 we have improved it by quantifying randomness in a way that would effectively defeat any efforts to control the system. 2 Security can now be guaranteed not by assumptions about the computational resources of the attacker, but rather by the laws of quantum mechanics.
A secure random bit generator
A schematic of our quantum RBG is shown in Figure 1 . We use a photon source coupled to a single mode fiber. To generate random bits, the light is linearly polarized at 45
• and sent to a fiber polarization beam splitter that separates horizontally from vertically polarized photons. The two outputs of the beam splitter are sent to single photon counting detectors and, depending on which detector registers an event, we add 0 or 1 to the sequence of random bits. In a perfect world this would be sufficient to generate secure random bits. Imagine, however, that an attacker, Eve, takes control of the photon source. She transmits photons that are horizontally and vertically polarized in a fraudulent random sequence. A statistical analysis would not reveal the intrusion. How could the RBG user spot such an attack and take corrective measures?
Our solution is based on the observation that every time Eve (or a system failure) tampers with the photon source, she introduces classical pseudo-randomness. 2 We use a quantity called min-entropy 3 (H ∞ ) that can distinguish genuine quantum randomness from false pseudo-randomness. The min-entropy is a number between 0 and 1 that corresponds to the fraction of 'good' randomness in the bit sample: ers a perfectly random sample (with H ∞ = 1) from a partially random one (with 0 < H ∞ ≤ 1). 3, 4 Measurement of the min-entropy of the bit stream is a key component of our RBG. We have recently demonstrated 2 that quantum tomography, a statistical process for reconstructing the state of the quantum systems, can be used to make this measurement. 5 Quantum tomography allows the quantum state of a system, in our case the polarization of the photons, to be completely characterized. It is equivalent in this case to constructing the Stokes parameters of incoming light 5 and can be implemented with a few measurements. We use the polarization controller and fiber polarization beam splitter to make the calculations necessary to reconstruct the quantum state, and then we measure the min-entropy. This value is then employed with the randomness extractor to provide a secure random bit sequence. The security of the RBG is guaranteed, thanks to the measurement of min-entropy, by the physics of the device, not by statistical tests that a sufficiently clever attacker could subvert.
Our current version generates 56k secure bits per second.We are currently working on an improved compact version with increased security and higher bit rates that can be used in quantum communication protocols such as quantum key distribution (QKD).
